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A bit about myself...

= Network & Security Manager at
Loughborough University

= Team of ten IT Professionals

= Worked at Loughborough for 9+ years
= JANET(UK) Trainer

= Security Researcher
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Super JANET Backbone
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Regional Networks

I ABMAN (Aberdeen MAN)
0 CAENLMAN {Cumbris and North
IAM)

Lancashire
Clydenat (Clyde Area Network)
EaStMAN (Edinburgh and Stirling MAN)
Easthet (East of England Regional
Matwirk)

EMMAN (East Midlands MAN)
FaTMAN (Fife and Tayside MAN)
Kentish MAN (Kant MAN)

LeMNSE (Leaming Metwork Scuth East)
LMM {London Metropalitan Metwork)
MidMAN (Midlands MAN)

MIRAM (Morthern Ireland Regional Area
Metworking)

MNW {Net North Wast)
MorfAN (Morth East MAN)
MWMAN (North Wales MAN)

SWERN (Scuth West England Regional
Metwork)

SWMAN (Scuth Wales MAN)
TWM (Thames Valley Network)

LIHIMI Metwaork (LU niversity of the
Highlands and lzlands Millennium
Ingtitute Metwork)

YHMAM [Yorkshire and Humbersids
MAN)
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The Wider Internet
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EMMAN
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In real life
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JANET Traffic

"Monthly' Graph (2 Hour Average)

2200 M

BR0.0 T

dac. o Mo

2300 M

Bits per Zecond

Q.0

Week 47 Week, 43 Week, 44 Week 45

Max In0162 Mb/s (92%) Average Ind62.7 Mb/s (46%) Current In:133.1 Mb/s (1.3%)
Max Out431.7 Mb/s (4.3%) Average Out:196.0 Mb/s (2.0%) Current Out:99.8 Mb/s (1.0%)
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Lboro Topology

-
Traffic load
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Lboro Traffic

‘Monthly' Graph (2 Hour Average)
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Week 4.3 Week dd Week 45 Week d&
Max Average Current

In  637.0Mb/s (63.7%) 2792 Mb/s (27.9%)  73.8 Mb/s (7.4%)
Out 419.0Mb/s (41.9%)  133.4Mb/s(133%)  50.7Mb/s (5.1%
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Networking Models

= Most organisations use the three layer
hierarchical network model or a model
based on a merged core and distribution
layer.

I L

Core Layer k y [cv
/”/‘.I

Distribution Layer ﬂ

D9
Access Layer @ %
TS TS SIS TS




_, B Loughborough
ﬁ' University

Access Layer

= Traffic Sniffing
= Shared Ethernet
= Macof
= Switches turned into hubs
= MAC Address filtering
= Network Access
= Prevention of MAC/CAM Table flooding
= DHCP Snooping
= Rogue DHCP Servers
= Wireless Base Stations
= Port Shutdown
= Remote Disconnection
= Multiple machines and hubs

12

_J’..hl
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Fault Tolerance and Load Balancing

= Network Devices with 24/7 availabllity
= Twin power supplies
= Twin supervisor cards
= Replaceable chassis components

= Network Level

= Redundant devices

= Spanning Tree

= Hot Standby Routing Protocol
= | oad Balancing

= | ess of an issue

= Session Cookies




: B Loughborough
ﬁ University

Network Equipment Store

= Warranty
= Limited Life Time

= Stock

= One switch to every
40-50 switches

= |[nterconnects
= GBICS
= Cables

= \WWireless/IP over Power
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Network Management

/R netdisco-MNode Search - Microsoft Internet Explorer N [m] 4|
J File Edit Wigw Favorites  Tools  Help | ﬁ'
J@Back =0 - [®) 2] ow| S search ¢ Favorites £ | - i - = i 3
J.ﬁ.ddress Ig‘] http: e - - - - j |J 1 - |JLinks »
 Netdisco B
: Search Results
MAC Vendor Match Device or Node s LEss
Seen Seen
e IP-= Sep B 16:00 Jul 3 12:00
00:03: 47 . MAD 131.231. (firecracker) 5005 005
Metwark M
[Metwork Map] Switch 131.2310 © [ FastEthernet0s | Mov 11 14:34 Jul3 1014
[Device Search] Port (cisco-2950t-24-n315-3) 2005 2006
NetBlOS WBCOKEMFIRECRACKER Aug 18 Jul 3 13:09
- [Mo User]@131.231. 15:17 2005 2006
[Device Inventary] Matched 1 nodes.
(RELEREEIIN Mode Search
|L31. 231,
[Port Repor] MAC, Hostname, IP, MetBIOS:
*and ? are wildcards.
[Layer2 Time Stamps: & 0n C Of
Ui eere) Archived Data: I
[Duplex Mismatch || Show Yendor : & 0on © Of
Finder] Search |[Clear]
[Mode Imentory]

Advanced Node Search
[Backend Log]

[Documentation] [1+] Search on Yendor or OUI

[Administration

Specific Searches
Fanel]
- Search for possible Wireless Access Points (4P3) |
[About] These aren't guranteed to be wireless access points, they just have MACs that fall into the right range. Also
U rernerber people can hide therm under fake MAC addresses as well.
—
[LDgDut] - Search for nodes with multiple active IP addresses |
[Change
Fassword]

* Advanced Searches can be slow to load.

l_ l_ l_ l_ l_ |4 mkernet
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Network Management

MNagios - Microsoft Internet Explorer

-0l
| &

J File Edit ‘iew Faworites Tools  Help
Qe - D - [{ & @

' Search Favorites 41 | L= - _—:i‘ i?b 3

J Address I@II [plEs

| |J & - “Links »

O

&) Documentation

L] vonicor
9 Tactical Overview
& service Detal
& Host Detai
Qfromame

E) Hosk Group

E:l Service Graup
ﬁ Skatus Map

E) Problems
& Comments

Q Cravntime

& Trends

& Awvailability
5 Alerts

r:}] Motifications

@ Ewent Log

P\ conra
@ Process
@ Performance

9"" Scheduling Queue
{% Wiew Config

(2)

Tactical Monitoring Overview

Last Updated: Mon Jul 3 14:13:32 BST 2006
Updated every 90 seconds
MagiosE - v, nagios, arg

Logged in as foo

Network Outages |

0 Cutages

Monitoring Performance |

Setvice Check Execution Time:
Service Check Latency:

0,01 /30,030,117 sec
169,20 f 181.01 f 171.652 sec
Host Check Execution Time: 0.00 10.02 [ 0.244 sec

Host Check Latency: 0,00 176,47 | 0,224 sec

# Active Host | Service Checks: 759 [ &31

# Passive Host [ Service Checks: 10

Network Health |

Service Health: E

Host Health:

Hosts |
& Diown 0 Unreachable 784 Up 0 Pending |
3 Unhandled Problems
3 Disabled
Services |
1 Critical 0 Warning 2 Unknown 328 Ok 0 Pending |
1 on Problem Hosts 2 on Problem Hosts
Monitoring Features |
Flap Detection Motifications Event Handlers

Ackive Checks Passive Checks |

&ll Services Enabled

&l Hosts Enabled
{1

All Services Enabled
All Hosts Enabled

&ll Services Enabled
3 Hosts Disabled

&ll Services Enabled
&l Hosts Enabled

|§| Done

[ T T [ e mremet /




B Loughborough
University

Network Management
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JANET Netsight

netsﬁh
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Provides an easy-to-understand view of
the status and performance of the JANET
network
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JANET NetLab

e Core of JANET
e State of the art

janet”

Training

 Industry standard
e Course support
« VMware ESX

iJ%?W{ﬂH

VPN connection

FES %.aTA!

e Firewalls

e |[PV6

e Multicast
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Network Implications

= |s the virtual network secure?
= Does your IDS/IPS have visibility of the virtual switch?
= Network probe guest VM?
* |Increased frequency of SSL based attacks

= Expectation that the network can deliver:

= Speed requirements, does it make sense to
virtualise high bandwidth applications?

= Same IP Everywhere (VMotion)
= Automated VLAN changes
= What is the virtual switch, or router?
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Futures

= Automated provisioning of service
= Virtual Machine
= Networking (Cisco vFrame)
= Storage

= Complete IPv6 Network stack

= Pervasive Data N
Centres AN

= Organisational SAN
= Shared VM Service
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Questions?

Matthew Cook
http://escarpment.net/




