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Migration to Default Deny

Current firewall rules/policy not adeguate
— Change in business
— Who really needs no protection?

972 Firewall rules with a'default allow: policy.

Two redundant Linux based firewalls
— One for development and. testing




Consultation

Obtain Reguirements from user base
— Some form of autonomy

— A lot more protection

— To be able to think less about firewalls
Consultation ever a eight month period
— Discussed at April consultation session

— Formal project raised

— Agreed hy Univefsity management

— Distributed'project and reminded' stakeholders
Timescales

— There is never a good time

Externally what were others doing

Proposal

Use the same current software/hardware

Default deny firewall policy:
—What do we mean by default deny?
— How do we manage existing rules?

Web based management of rules

Policy of vulnerability scanning fex hests
— Before connection
— At regularintervals

Method of creating a server audit

Getting the Job Done

Apply a dynamic iptables ruleset at.the end
ofi the existing rules

— Provides ease of transition

— Strict rules (Default denysin/outiall protocols)
Web interface imanages rules using a
MySQL database

Rules are.compiled and migrated te the
firewallsjat:d'’5 minute intervals.

Lenger term clean up of the static rule set




Web Interface

Campus firewall registration system
Please describe the server to be registered
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Initial Problems

People did not remember to register
Off Campus Access to services
Preblems with Video Coaferencing
Problems with;Building Management
Impoertant machines that were insecure

Produced 20 point FAQ

http:/lwww.lboro.ac.uk/computing/security/firewall-fag. html




Four Months Onwards

System has worked really well

Managing 409 rules through web interface
Started tidying up the older static rules
Reduced ingress traffic

Periodic security scanning works well
— Sendmail vulnerability

Requirements forgrule toggle functionality

No compromised machines on campus since
the default deny rules implemented!

Lessons to be Learnt

Consultation often falls on deaf ears
— Meet people face to face
— A little information and frequently

Not everyone has the same priority,
— Insecure machine vs important research

Provide comprehensive advice and guidance
— Our FAQ.increasgd in size dramatically

Certainlyrfasworthwhile exercise
—....but net the answer to everything

Is this the Right Answer?

Is there a right answer?

Are we addressing the right problem?

— Moye to a better firewall policy

— Still have the problems with'mohile users

— Insecure services still a problem

— Bridging campus network with wireless' Aps
Separate netblocks or VLANS

Institutionalfirewalls play an important part
—However they should not be the only: line of
defense




The Future

Layered approach to firewalls

— Multi vendor

— Dedicated firewalls for sensitive machines
Providing segregation effdepartments

— Router/Switch! ACLs VS Firewalls?

— Users working in two departments?
Managing higher wire speed conmnections
Providingfthe firewalls with a clean feed

Leoking at expanding ‘default deny’?

Personal Firewall Future

Personal firewalls cause problems
— Poorly configured
— Users do not understand the technology.

If centrally implementedffiavedimited use
— Essential for machine leaving campus

— Open ports for required service

— Software firewalls fail open

The future

— Hardware ASIC firewall on network cards
—Central management of rules

— Location aware firewalls

Questions?
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